
 
Jan 2017  

 

Dear Valued Customer,  

 

Notice: Bogus Bank Hotline Numbers 

 

Shanghai Commercial Bank (“the Bank”) would like to alert all customers and the general public to stay 

vigilant following a report of fraudulent SMS messages purportedly to be sent from a bank. These SMS 

messages claim that there have been credit card transactions conducted using a customer’s credit card, and 

request the customer to call a bogus hotline number mentioned in the messages to check the credit card 

transactions. The Bank is concerned that similar techniques are being used to deceive bank customers into 

calling bogus bank hotline numbers and disclosing sensitive personal information to fraudsters. 

 

The Bank would like to remind all customers to verify the hotline numbers with us before calling rather than 

just following the information provided in SMS messages. Customers may also find the Bank’s hotline 

numbers at the back of the Bank issued ATM/credit cards, on the Bank, the Hong Kong Monetary Authority 

or the Hong Kong Association of Banks official website. 

 

The Bank would like to remind all customers not to provide any personal information to suspicious parties at 

all times. If customers have provided, or suspected that they have provided, any personal information to 

bogus bank hotline, they should immediately call the Bank’s Customer Service Hotline 2818 0282 and 

report such cases to any local Police Station or the Hong Kong Police Force (at 2860 5012). 

 

Yours faithfully,  

Shanghai Commercial Bank Limited  
 
This is a computer-generated printout and no signature is required. In case of inconsistency between the English and Chinese versions of this letter, the 

English version shall prevail.  

  親愛的客戶：  聲明聲明聲明聲明：：：：偽冒銀行熱線號碼偽冒銀行熱線號碼偽冒銀行熱線號碼偽冒銀行熱線號碼        上海商業銀行（“本銀行＂）籲請其客戶及公眾人士提高警惕。最近接獲報告指有聲稱由銀行發出的偽冒手機短訊，這些短訊聲稱有客戶以信用卡進行交易，並要求客戶致電短訊內的偽冒熱線號碼查核交易。本銀行關注有騙徒以類似手法誘騙銀行客戶致電偽冒的銀行熱線號碼，在過程中客戶可能會不慎向騙徒透露敏感的個人資料。  本銀行提醒所有客戶應先向本銀行核實熱線號碼，而不是只依照短訊所提供的電話號碼聯絡本銀行。客戶亦可於本銀行發出之提款卡或信用卡背後，本銀行、香港金融管理局或香港銀行公會網站，查看本銀行的熱線號碼。  本銀行提醒所有客戶切勿向可疑人士提供任何個人資料。若客戶曾向或懷疑曾向偽冒的銀行熱線提供任何個人資料，應立即致電本行客戶服務熱線2818 0282，並向任何一間警署或香港警務處（電話號碼︰2860 5012）報案。  上海商業銀行有限公司 謹啟  
2017年1月  本函為電腦編印文件，毋須簽署。此為中文譯本如與英文版本有歧異，一概以英文版本為準。 


