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Jan 2017
Dear Valued Customer,

Notice: Bogus Bank Hotline Numbers

Shanghai Commercial Bank (“the Bank™) would like to alert all customers and the general public to stay
vigilant following a report of fraudulent SMS messages purportedly to be sent from a bank. These SMS
messages claim that there have been credit card transactions conducted using a customer’s credit card, and
request the customer to call a bogus hotline number mentioned in the messages to check the credit card
transactions. The Bank is concerned that similar techniques are being used to deceive bank customers into
calling bogus bank hotline numbers and disclosing sensitive personal information to fraudsters.

The Bank would like to remind all customers to verify the hotline numbers with us before calling rather than
just following the information provided in SMS messages. Customers may also find the Bank’s hotline
numbers at the back of the Bank issued ATM/credit cards, on the Bank, the Hong Kong Monetary Authority
or the Hong Kong Association of Banks official website.

The Bank would like to remind all customers not to provide any personal information to suspicious parties at
all times. If customers have provided, or suspected that they have provided, any personal information to
bogus bank hotline, they should immediately call the Bank’s Customer Service Hotline 2818 0282 and
report such cases to any local Police Station or the Hong Kong Police Force (at 2860 5012).

Yours faithfully,
Shanghai Commercial Bank Limited

This is a computer-generated printout and no signature is required. In case of inconsistency between the English and Chinese versions of this letter, the
English version shall prevail.
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